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Thermal Sequence Analysis
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Abstract— The thermal camera can capture keyboard surface
temperature change after a human’s touch. This phenomenon
may be used to steal users’ passwords physically. In this paper,
based on the study of thermal dynamics of keyboards, we design
a password break system using an infrared thermal camera.
First, we build a signal model to describe the dynamic process
of temperature change on the keyboard using Newton’s law
of cooling. Next, we develop a maximum likelihood parameter
estimation algorithm to estimate the keystroke time instants.
Then, by maximizing the probability of key order arrangement,
a novel password breaking algorithm is developed. Our algorithm
is tested using simulated data as well as real-world data. Exper-
iment results show that our algorithm is effective for physical
password breaking using thermal characteristics. Based on our
results, we discuss strategies for password protection at the end.

Index Terms— Information protection, thermal image,
sequence analysis, password, curve fitting.

I. INTRODUCTION

AS DEVELOPMENT of modern techniques, people are
having higher and higher risk to leak their private

information. There are many occasions where the private
information can be stolen. One situation is that attackers steal
passwords by peeping a person’s password input action. As
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shown in some movies, experienced spies can use adhesive
tapes to trace the user’s most frequently used keys. After trying
several combinations of these keys, the spies have good chance
to break into the system. However, in real-world conditions,
it can be difficult to find out the correct order of the keys within
the limited time. By studying how passwords may be stolen,
we can find limitations of modern techniques, thus improving
digital security for the users. In this paper, we investigate the
keyboard thermal dynamic and present new physical password
attack methods based on thermal information obtained from
analysis of infrared videos.

Cryptanalysis [1]–[3] has been studied for a long time.
Some cryptanalysis studies attempt to breach cryptographic
security systems without cryptographic keys. Physical pass-
word breaking may occur in different ways. The thermal
attack is a recently noticed way to break into people’s security
system. In [4], an interesting phenomenon of thermal attacks
has been found. The thermal camera captures people’s trace
of touch on the surface of objects. This phenomenon may
be used to record users’ trace of touch on the keyboard,
making it possible to break passwords for ATM machines,
electronic lock safes, and alarm systems. In a recent study,
Mowery et al. [5] explore the probability that attackers steal
users’ passwords this kind of thermal attack. Inspired by [4],
authors show through experiments that attackers have a good
chance to recover the password (ignoring the order) after users’
leave using a thermal camera.

In the study, attackers are assumed to steal users’ passwords
by observing the trace of temperature change on the keyboard.
An automated method is designed to estimate the password by
analyzing local feature change of the ROI region in the thermal
images. They verify that by using thermal cameras, attackers
have a good chance to steal the password. Zalewski [4] has
found that thermal cameras can record the trace of touch on the
keyboards and mentioned that this phenomenon may be used
by attackers to break people’s passwords for ATM machines,
electronic lock safes, and alarm systems. While these works
have addressed the importance of this phenomenon, they have
not systematically studied the physical principle behind it.
Mowery et al. [5] estimate the password using a single frame.
They also claim that using sequential frames in the algorithm
may help increase detection accuracy, but leave it as an open
problem for further research.

In previous work, there is no in-depth study of the principle
of this phenomenon. We explore the feasibility of thermal
attacks by analyzing the thermal sequence instead of a single
image. In this paper, we extend our work in [6], where the
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Fig. 1. Scheme of the password breaking process. The calibrated thermal
camera and RGB camera capture the keypad or keyboard at the same time. The
captured thermal and RGB image sequences are used for feature extraction.
Following our physical model, the password is estimated by the maximum
likelihood algorithm.

process of thermal sequence signal decreasing is modeled. We
first analyze the process of thermal sequence signal decreasing.
Then, we estimate the password by modeling with maximum
likelihood algorithm.

There still remains some challenges to be solved. One
challenge of the problem is how to model the temperature
decreasing process. From the physical principle of temperature
change on the keyboard, we present a signal model based
on Newton’s law of cooling. The model assumes that the
temperature on the keyboard decreases exponentially with
time. By analyzing thermal sequential data, our algorithm can
further estimate the time instant when the user touches each
key. With estimated key-touch time instants of all the keys,
we then obtain the password by estimating the order of the key
touches. Fig. 1 shows the scheme of the general framework of
the password breaking algorithm. The second challenge is the
non-convexity of the original likelihood optimization problem.
To obtain the optimal solution, we are able to convert the
problem into a convex optimization problem by reformulating
certain time variables while the optimal solution of the target
variable stays the same.

In this paper, we study the physical password breaking via
thermal sequence analysis. We first set up a physical model
to describe the process. Then we design an algorithm to esti-
mate the password. There are many forms of inputting devices
for the password. In principle, the physical models behind are
the same. Since the area of the keypad is relatively small,
it is easy to set up the whole system and capture the whole
keypad. We mainly study breaking the password of keypads
in this paper. When changing the keypad into a keyboard with
a bunch of character inputting keys, the same methodology
can be applied. We evaluate our model parameter estimation
method by generating 10 series of exponentially decreasing
sequences with additive Gaussian noise. The estimation is
repeated 200 times to calculate the mean estimation error. The
estimation error is defined as the PSNR (Peak Signal to Noise

Ratio) of fitted curve and ground truth. We show that the model
parameter estimation method is robust when the SNR (Signal
to Noise Ratio) is higher than −10 dB. The whole password
breaking algorithm is then tested using test videos captured
in real-world situations and shows superior performances to
other competing methods.

Compared to previous work of [4] and [5], our new con-
tributions are as follows. First, we develop a signal model to
depict thermal dynamic on the keyboard using Newton’s law
of cooling. The model helps us to study the characteristics of
the thermal trace phenomenon in [4]. Then with help of the
model, we develop a new password estimation algorithm by
model parameter estimation and key order estimation. Through
the experiment, we show that the new algorithm achieves
higher accuracy in estimation of passwords compared with the
method proposed in [5]. In addition, we give suggestions to
users of the access control system to effectively protect their
private information. Designing passwords with repeated pins
effectively increases security level of the password. Scrubbing
the keyboard after usage makes it disturbing for the algorithm
to estimate the password. Blowing to the keyboard cools it
down quickly so as to increase estimating difficulty. Lowering
the light on the keyboard obstructs the RGB camera to locate
the keys.

The paper is organized as follows. Section II is related work
to the topic in this paper. In Section III, we give a detailed
problem formulation. In Section IV, we separate the problem
into two subproblems and solve them accordingly to construct
the new password breaking algorithm. Section V includes
experiments and discussion. We compare our results with
benchmark algorithm to evaluate the performance. Section VI
concludes the paper.

II. RELATED WORK

A. Physical Password Breaking

Commonly used password input devices include touch-
screens and keyboards. Most existing physical password break-
ing methods are for touchscreens. For the smartphone users,
the password is usually typed in through the touchscreen
via two methods, digital codes or graphical shapes. For the
keyboard access control system, the password is input by
pressing the keys or buttons. The material of keyboards varies
from plastics to metal. These materials also have an impact
on the security of the passwords.

Aviv et al. [7] examine the feasibility of smudge attacks
on touchscreens for smartphones and focus their analysis on
the Android password pattern. They investigate the condi-
tions under which smudges are easily extracted and guess
graphical passwords by analyzing oily residues on the screen
of smartphones. In [8], the fingerprint attack against touch-
enabled devices via image processing based algorithms are
introduced to automatically infer tapped passwords. The attack
system consists of three major steps: dust the surface of
the smart device, take photos of the screen and map finger-
print to the keypad. From their observation, authors suggest
a randomized keyboard to be used in the smart devices.
Abdelrahman et al. [9] attempt to reveal the thermal attack on
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mobile devices. Their method to break in the mobile device
contains preprocessing the thermal image and extract features
to detect pin and pattern sequence. This work is closely
related to our work, since we both use a thermal camera as
the breaking through device. However, in the work of [9],
they only process one single thermal image to detect the
password or pattern. We believe that the detection performance
would be better if a sequence of thermal images is used in their
framework.

There are also related works that make use of motion
sensors integrated into the smartphone for password attack.
In [10], a motion-based side channel for inferring keystrokes
on the smartphone touchscreen is proposed. The rotation data
are used to extract keystroke features. Xu et al. [11] infer a
user’s input taps to a smartphone with its integrated motion
sensors. They first learn patterns of tap events. Then when
the user is entering passwords on the touchscreen, the learned
patterns are used to infer the occurrence of tap events on the
touchscreen. Conversely, Giuffrida et al. [12] use sensors to
enhance authentication of mobile devices. They characterize
the typing behavior of the user via unique sensor features and
rely on standard machine learning techniques to perform user
authentication.

Different from above research, we concentrate on password
breaking for keyboards. The main difference between two
input devices lies in the form of the trace. For touchscreens,
the typing trace is usually observed by smudge. For keyboards,
the typing trace is not visible by human eyes. To break the
password, we make use of thermal cameras. Thermal sequence
analysis becomes important for the problem of password
breaking for keyboards.

B. Sequential Thermal Data Analysis

Previous research related to thermal data analysis mainly
focus on the field of medical treatment [13]–[15], affec-
tive computing [16]–[19], and physiological character-
istic [20]–[22].

For the above research areas, thermal imaging consists of
the dynamic recording of the skin temperature distribution.
Researchers usually use both spatial and temporal information
of thermal videos in the study. Merla and Romani [16] study
the facial thermal signatures of three fundamental emotional
conditions: stress, fear and pleasure arousal. The study finds
that human emotions such as stress, fear and pleasure arousal
have strong correlations with temporal and spatial patterns
of the thermal image. Jarlier et al. [19] use thermal imaging
to discriminate specific facial temperature patterns related to
muscle contractions corresponding to facial action units. Since
temperature change of human skin is usually approximately
periodic, the means of analyzing thermal signals varies from
temporal feature extraction to frequency domain analysis, such
as Fourier transform. Hu et al. [20] use the thermal camera
for non-contact and non-obtrusive measurements of breathing
rate and pattern. The infrared images are used to extract the
breathing rate. Authors track areas whose mean value change
obviously as human breaths, such as nose and mouse. The
mean value of the tracked area is recorded as a sequence of the

signal, and the breath rate is extracted by a temporal filtering
algorithm.

Apart from [4] and [5], there is no other previous work
that concentrates on the topic of utilizing thermal camera in
password breaking. Zalewski [4] and Mowery et al. [5] only
model the change of temperature to gradually decrease with
time. Previous work on thermal data analyzing usually use
traditional image processing methods such as feature extrac-
tion and Fourier transform. These methods ignore the physical
principle behind thermal imaging. In this paper, we model the
process according to Newton’s law of cooling and present a
new framework and algorithm for keyboard thermal dynamic
based password breaking.

III. PROBLEM DESCRIPTION

To estimate the password, the temperature changes with
time for different keys are analyzed. Since human’s body
temperature is higher than the atmosphere in most situations,
the surface temperature of materials become higher after
touched by people. An intuitive estimate of the touch time
is the value of surface temperature that reflects the user’s
key-touch time. Mowery et al. [5] estimate the password by
sorting temperature gap between the present frame and a
calibration frame. However, the results of this method are
not good enough because of the noise in thermal camera and
different temperature decreasing rates of keys.

In this paper, we estimate the password in two steps. In
the first step, we establish a physical principle based signal
model to estimate the key touch time. In the second step,
we estimate the password by maximizing the probability of
possible orders of keys. We reduce the influence of noise
by fitting the temperature decreasing curve. The difference in
temperature decreasing rates of keys can also be mitigated by
estimating parameters in each fitted curves separately.

Suppose there are total N keys touched when a user types
in the password with the length N . The key touch i is
pi ∈ U = {0, 1, . . . , 9}. Its surface temperature decreases
with time. Noticing that there are observation noises due to the
thermal camera, we take this noise into consideration. For key
touch i , we assume that the observed temperature Ti (t) is the
combination of actual temperature fi (t) and additive temporal
noise εi (t) caused by thermal camera.

Ti (t) = fi (t|�i ) + εi (t), (1)

where model parameters for key touch i are represented by
�i . The discrete version of the above equation becomes

Ti,k = fi (k|�i ) + εi,k , (2)

where k = 1, 2, . . . , K is the sample index and the sampling
period �t = tk+1 − tk . To estimate the key touch time of the
key touch i , we just need to find out the function fi (k|�i ).
We assume that the noise εi,k obeys Gaussian Distribution.
From (2), we can define the conditional likelihood function of
Ti,k :

p(Ti,k |�i ) = 1√
2πσi

e

(Ti,k − fi (k|�i ))
2

σ2
i . (3)
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Fig. 2. Workflow of the algorithm. The RGB camera helps to locate keys on the keyboard. Analysing thermal sequence enables us to estimate the key
touching time. The password is then estimated with help of these key touching time.

In the above equation, σ 2
i is the variance of the thermal

noise εi (t). We denote the observed data Ti = {Ti,k , k =
1, 2, . . . , K }.

Based on the thermal physics model, the password breaking
problem can then be formulated as two subproblems. The first
subproblem is to estimate the key touch time for each key
in the keyboard after estimating parameters �i . The second
subproblem is to sort the candidate keys according to the
key touch time to estimate the correct order of keys in the
password. The final password estimation is done by maximiz-
ing the probability of all possible key combinations. In the
following we show the two subproblems:

1) Model Parameter Estimation: To find out the function
fi (·), we assume that fi (·) obeys a certain analytic form that
is determined by parameters �i . Then we need to estimate
parameters in the function with the given form of fi (·) from
observed data Ti = {Ti,k , k = 1, . . . , K }. Parameters �i is
estimated by maximizing likelihood function:

�̂i = argmax
�i

P(Ti |�i ), (4)

where P(Ti |�i ) is the likelihood function for Ti :

P(Ti |�i ) =
K∏

k=1

p(Ti,k |�i ), (5)

where p(Ti,k |�i ) is the likelihood function for sample Ti,k

in (3).
After estimating the parameters �i , we get the expression of

thermal dynamic curves fi (k|�i ) for the keys. The estimation
of touch time for the i -th key touch is:

t̂i,e = argmax
ti,k ,k>0

[ fi (k|�i ) − H ]. (6)

In the above description, H is the temperature of human’s
finger.

2) Password Estimation: We assume h1h2 . . . hN ∈ �

represents one possible password sequence order in �. � is the
space of all possible orders, i.e, the permutations, of touched
keys. The password can be estimated by maximizing the joint

probability of estimated key touch time instants, t̂i,e, i =
1, · · · , N , conditional on a specific order h1h2 . . . hN . Then
the estimation of the password sequence order is:

̂p1 p2 . . . pN = argmax
h1h2...hN ∈�

P(t̂h1,e < · · · < t̂hN ,e) (7)

IV. METHODOLOGY

A. Workflow of the System

Fig. 2 shows the workflow of our system. The system
consists of an RGB camera and a thermal camera. The two
cameras capture image sequence simultaneously. Information
captured by the RGB and thermal cameras is different while
highly correlated. They are aligned in advance for joint image
sequence analysis. As we can see from the Fig. 2, by cali-
brating the two cameras, we locate the keys on the keyboard.
We get the key temperature by averaging local patch value of
the key in the thermal images frame by frame. By tracking
the temperature change of different keys, we estimate their
key touch time separately. The estimation of key touch time is
based on the curve fitting method. Although we can estimate
key touch time by using all the videos, we only use information
from one video. The reason is that in practical situation,
the attackers do not have that much time to capture plenty of
videos for analysis. The attackers are only able to access the
system after the user finished typing in the password and left.
Analyzing several videos together to infer the characteristics
of the system can help to improve detection accuracy. The
solution and algorithmic procedure are similar to that of
using one video. The curve fitting method is based on the
proposed physical model inspired by Newton’s law of cooling.
After estimating the parameters for the temperature decreasing
curve, the key touch time is figured out by inferring the
time when the temperature on the key matches that of user’s
fingers.

The printed numbers in the RGB image are localized
by thresholding. Locating keys in RGB images enables us
to find the corresponding key to track temperature from
thermal images. We train a SVM classifier to identify the
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Fig. 3. Thermal image changes with time. Images from (a) to (h) are sampled from the thermal sequence with the change of time. From the sequence of
thermal images, we observe that the temperature of each key declines over time. This phenomenon exposes the fact that the trace of users’ action to type in
passwords can be recorded by the camera. Through this phenomenon, the time each key has been touched can be inferred from the thermal sequence. Each
of the image in this figure is selected from a thermal sequence. The gap between the selected images is about 5 seconds. The corresponding password for
this thermal sequence is 4-5-7-1-2-0. As we can see, it is hard to determine the password just based on one single image. But the temporal change of the
sequence reveals the difference between keys.

numbers. The number recognition algorithm is implemented
using OpenCV [23]. After getting the position of each key in
thermal images, we track the temperature change by recording
the mean value of each key. Due to the complexity of the
whole system, we propose several assumptions to set up a
simple but efficient model.

• The properties of different thermal cameras are not the
same. Thus we need to identify characteristics of the
camera in advance.

• The heat capacity of each key varies in a small range.
• The static temperature of each key varies due to non-

uniform heat rejection of the electrical lock.
• The temperature of atmosphere does not change during

the process.

B. Physical Model for Temperature Decreasing on the Keys

As described in Section III, there are N keys that have
been touched by the user. Shortly after touching, the thermal
camera starts recording temperature change of the whole key-
board. According to [24], the heat-transferring speed between
objects is proportional to their difference in temperature. This
reveals the core principle of temperature decline of keys after
being touched. Due to the temperature difference between the
key and human, when humans touch the key with a finger,
the temperature of the key increases to that of the finger.
When the user removes his/her finger, the key transfers heat

to the atmosphere due to their temperature gap. With a simple
calculation, we know the temperature decreases exponentially.

In RGB images, letters on the keys are clearly shown, which
enables the computer to distinguish keys from each other.
In thermal images, detailed structure is unseen. Instead, tiny
superficial temperature changes on the objects can be detected
in both spatial and temporal domain. RGB images are used
to identify keys and locate their corresponding position in
thermal images. In the framework of this paper, the password
is estimated by monitoring the luminance fluctuation of the
thermal sequence. During the process of password breaking,
we analyze the thermal image sequences by tracking super-
ficial temperature changes of different keys. For each key,
the luminance fluctuation reflects the change of temperature.
According to Newton’s law of cooling [24], the superficial
temperature of user touched keys decreases in an exponential
order. The key touch time can be estimated by fitting the
temperature decreasing curve. Based on the thermal sequence
data, we fit the curve of temperature change by maximizing
the likelihood function. From the curve, we estimate the
key-touch time, thus determining the order of the password.
However, there exist noises in the thermal sequences, which
brings estimation errors for curve fitting. We deal with this
problem by modeling the process of temperature decrease
and estimating the parameters of the process. An example of
thermo image change over time is given in Fig. 3.
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When the user finishes touching a key pi , the temperature
of the key becomes higher than the atmosphere. According
to Newton’s law of cooling, the surface temperature of the
key starts decreasing. We capture the temperature changing
process using the thermal camera so that we can analyze this
phenomenon. We denote that the heat transfer rate of the key
is denoted as d Qi . According to Newton’s law of cooling,

d Qi

dt
= h Ai (Ti (t) − Ri ), (8)

where h is convective heat-transfer coefficient, Ai is the
area of the key. Ti (t) is the observed temperature without
taking thermal noise into consideration, and Ri is the static
temperature of the key pi .

The transfer of heat causes the reduction of the keys’
temperature. The relationship between temperature change and
amount of transferred heat is as follows:

d Qi = −Ci Mi dTi (t), (9)

where Ci is the heat capacity, and Mi is the mass of the key
pi .

By solving the differential equations of (8) and (9), we get
the key temperature change with time:

Ti (t) = (Ti (0) − T ′)e− h Ri t
Ci Mi + T ′. (10)

From (10), we know that the temperature of touched keys
decreases with time exponentially. Since the thermal cam-
era samples temperature change with a given sampling rate,
we need to process the signal in discrete form. The discrete
form of (10) is:

Ti,k = (Ti,1 − Ri )e
− h Ai �t

Ci Mi
k + Ri , (11)

where Ri is the static temperature of the key pi .
Given a series of temperature sampling data, {Ti,k , k =

1, . . . , N}, the change rate of temperature is approximated as:

dTi(tk)

dtk
≈ Ti,k − Ti,k−1

�t
, (12)

where Ti (tk) is defined in (1) and �t is the sampling period of
the thermal camera. By combining (8), (9), and (12), we obtain
the relationship between adjacent samples of the temperature:

Ti,k − Ti,k−1

�t
= − h Ai

Ci Mi
(Ti,k − Ri ). (13)

Now, we get relationships between the temperature
sequence samples as well as their indexes. From both (11)
and (13), we can write down the likelihood function for Ti .
Then the parameters of the model are estimated using
maximum likelihood algorithm. However, from (11), the
optimization problem for the parameters of maximum likeli-
hood algorithm is non-convex. By converting the relationships
between the temperature sequence samples from (11) to (13),
the corresponding optimization problem for the parameters
becomes convex. The following subsection shows the details
about the optimization problems.

C. Estimate Key Touching Time With the Physical Model

Referring to (3)-(5), we get the expression of the likelihood
function of Ti :

P(Ti |�i ) =
K∏

k=1

p(Ti,k |�i ), (14)

where p(Ti,k |�i ) is defined by (3). According to (11),
the expression for fi (k|�i) in (3) is as follows:

fi (k|�i ) = (Ti,1 − βi )e
−αi k + βi , (15)

where �i = {αi , βi } are the parameters to be estimated. To
estimate parameters αi and βi , we maximize the likelihood
function of (14).

α̂i , β̂i = argmax
αi ,βi

P(Ti |αi , βi ). (16)

Note that the problem of (16) is non-convex for αi , directly
fitting the curve may result in a local minimum of the opti-
mization target. One solution is using the brute-force method
to estimate the value of αi . But it is hard to make sure that
both of the two parameters αi , βi get optimal value at the same
time.

With help of differential equation in (13), we convert the
optimization problem into convex. Observing that in (13),
the term − h Ai �t

Ci Mi
can be represented with a single parame-

ter αi . Thus, Ti,k+1 and Ti,k becomes linearly correlated.

Ti,k+1 − Ti,k = αi (Ti,k − βi ) + εi,k , (17)

where εi,k is the noise term when we take temporal noise
introduced by thermal camera into consideration. To estimate
parameters �i = {αi , βi }, we assume that noise εi,k in (17)
obeys gaussian distribution N(0|σi

2). We redefine p(Ti,k |�i )
as follows:

p(Ti,k |�i ) = 1√
2πσi

e

[Ti,k −Ti,k−1−αi (Ti,k−1−βi )]2
σ2

i . (18)

From above discussion and especially (14), the likeli-
hood function of the observed sequential data {Ti,k , k =
1, 2, . . . , K } is:

P(Ti |�i )

= 1

(2πσi
2)

K−1
2

K−1∏

k=1

exp{−{Ti,k+1 − Ti,k − αi (Ti,k − βi )}2

2σi
2 }.

(19)

Log likelihood function is proportional to:

logP(Ti |�i ) ∝
K−1∑

k=1

−{Ti,k+1−Ti,k −αi (Ti,k −βi )}2

2σi
2 . (20)

From (16) and (20), maximizing likelihood is equivalent to
solving the problem:

α̂i , β̂i = argmin
αi ,βi

K−1∑

k=1

{Ti,k+1 − Ti,k − αi (Ti,k − βi )}2. (21)
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It is easy to see that the problem in (21) is convex for both
of parameters αi , βi . Define Ai , xi , and bi :

Ai =

⎡

⎢⎢⎣

Ti,1 −1
Ti,2 −1
. . . . . .

Ti,K−1 −1

⎤

⎥⎥⎦]. (22)

bi =

⎡

⎢⎢⎣

Ti,2 − Ti,1
Ti,3 − Ti,2

. . .
Ti,K − Ti,K−1

⎤

⎥⎥⎦. (23)

xi =
[

αi

αiβi

]
. (24)

Thus the problem of (21) has been transformed to the
classical LMS (Least Mean Square) problem:

x̂i = argmin
xi

||Ai xi − bi ||22. (25)

Thus, analytic solution for the above problem in (25)
is:

x̂i = (Ai
T Ai )

−1Ai
T bi . (26)

If we directly use the raw thermal sequence local mean
value of keys in our model, the fitting result is deeply
influenced by the thermal noise. In fact, when discretizing the
model, the change rate of temperature dTi

dt is approximated

as Ti,k+1−Ti,k
�t . However, since in real-world data, the sequence

{Ti,k}, k = 1, . . . , K contains noises, which makes the sim-
plification inaccurate. This can be amended by filtering the
sequence {Ti,k} using a sliding average window. Then for
the smoothed sequence {S(Ti,k)}, the original change of tem-
perature dTi can be modeled as S(Ti,k+1) − S(Ti,k ). In the
experiment, size of the sliding window is set to 5. So we
adjust the definition in (22) and (23) to (27) and (28):

Ai =

⎡
⎢⎢⎣

S(Ti,1) −1
S(Ti,2) −1

. . . . . .
S(Ti,K−1) −1

⎤
⎥⎥⎦. (27)

bi =

⎡

⎢⎢⎣

S(Ti,2) − S(Ti,1)
S(Ti,3) − S(Ti,2)

. . .
S(Ti,K ) − S(Ti,K−1)

⎤

⎥⎥⎦. (28)

D. Password Estimation

From (7), we can estimate the password p1 p2 . . . pi . . . pN .
In (7), the likelihood function of the possible order of touched
keys P(t̂h1,e < t̂h2,e < . . . < t̂hN ,e) can be decomposed as the
following form in order to simplified the optimizing procedure:

P(t̂h1,e < t̂h2,e < . . . < t̂hN ,e)

= P(t̂h1,e < {t̂h2,e, . . . , t̂hN ,e})P(t̂h2,e < {t̂h3,e, . . . , t̂hN ,e}) . . .

. . . P(t̂hN−1 ,e < t̂hN ,e). (29)

As illustrated in (7), by maximizing the probability function
we get the estimation of the password. As shown in (29),
the probability function in (7) is transformed into many
components. We solve the optimization problem by iteratively

Algorithm 1 Password Estimation
1: for the i -th key hi in {h1, h2, . . . , hN } do
2: Calculate parameters αi and βi by optimizing (25)
3: Calculate time t̂i that the user touches the i -th key hi

with (6).
4: end for
5: Guess of password (according to (29)): sort all the touch

time t̂h1,e, t̂h2,e, . . . , t̂h3,e from long to short, and get the
corresponding order of keys. The sorted keys form the
estimation of the password.

solving the components in (29). Each component in (29) is
maximized at the key whose estimated key touch time t̂i is
the smallest (corresponding to the key with longest key touch
time). In short, we sort all the touch time t̂h1,e, t̂h2,e, t̂hN ,e from
small to large to get the corresponding order of keys. Then,
this order of keys forms the estimated password. Algorithm 1
is the framework of password breaking in this paper.

V. EXPERIMENT AND DISCUSSION

A. Benchmark

To evaluate the effectiveness of the proposed attacking
algorithm, we compare estimation results with a benchmark
algorithm proposed in [5]. The major principle of the bench-
mark algorithm is to sort temperature change of the keys from
a single thermal image. Temperature change can be calculated
by subtracting temperature of the key in the calibration frame
from that in the current frame.

δi = Ti,1 − Ti,cal . (30)

The higher key’s temperature gap, the closer is key-touch
time. So the password is estimated by sorting the temperature
gaps of different keys:

̂p1 p2 . . . pN = argmax
{h1h2...hN }∈�

P(δh1 < δh2 < . . . < δhN ). (31)

Fig. 4 shows the principle of estimating password order
in [5]. This algorithm is simple but impractical for real-world
situations. It requires that the decreasing rate α for each key to
be the same. It is not true due to the unbalanced inner structure
of keyboards. Also, there is usually much temporal noise from
the thermal camera, which has an effect on determining the
order of keys. A more accurate way is to take above two effects
into consideration. An example of the real-world situation is
shown in Fig. 9. From the example, we can see that a minor
difference in decreasing rate of keys will result in wrong
estimated order for the benchmark.

B. Evaluation Metrics

We evaluate the performance of our algorithm using both
simulating data and real-world data.

With simulated data, we measure the performance of the
parameter estimation part in our algorithm. The simulating
data is produced by generating multiple series of exponentially
decreasing sequences with additive Gaussian noise. With the
known distribution of the noise, we are able to calculate the
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Fig. 4. Example of benchmark algorithm [5]: first calculate the temperature
gap of keys using (30), then sort the keys by temperature difference. In this
figure, according to the comparing of temperature gap, the temperature
difference of key 2 (δ2) is smaller than that of key 1 (δ1), so key 2 is supposed
to be pressed before key 1.

curve fitting error quantitively. The parameter estimation error
is used to measure the performance of the curve fitting part in
our algorithm when estimating the key touch time. The peak
signal-to-noise ratio (PSNR) of the estimated curve is used as
another evaluation indicator.

With real-world data, we measure the performance of the
whole password estimation. From a sequence of thermal
images, the temperature changes of keys are recorded. With the
series of data, we estimate the password. Estimation result is
evaluated by comparing the difference between the estimated
password and the real password in the thermal video. For the
password estimation module, the password estimation error is
defined to measure the overall performance of the proposed
algorithm in this paper.

Parameter estimation error, curve fitting error, and password
estimation error are defined as follows:

1) Parameter Estimation Error: in our algorithm, there
are in total two parameters αi and βi for each curve. The
parameter estimation error is defined as the relative absolute
error compared to the ground truth value.

Eα = |α̂i − ᾱi |
ᾱi

, (32)

Eβ = |β̂i − β̄i |
β̄i

. (33)

where α̂i and β̂i indicate the estimated parameters, while ᾱi

and β̄i indicate the ground truth value of the parameters.
2) Curve Fitting Error (PSNR): to compare with other curve

fitting algorithms, the curve fitting error is introduced. Given
a series of discrete values {Di,k , k = 1, 2, . . . , K }, assume
that the fitted curve is {D̂i,k , k = 1, 2, . . . , K }. Then the curve
fitting error is PSNR between series {Di,k} and {D̂i,k }:

PSN R = 10 log10
2552

∑n
k=1(Di,k−D̂i,k )

n

, (34)

where n is the total number of sample points of the sequence.

Fig. 5. Parameter estimation error. With decreasing of additive noise strength,
the parameter estimation error decreases.

Fig. 6. Curve fitting error. With decreasing of additive noise strength, PSNR
of fitted curve increases. This reveals the fact that the estimation result gets
better when the noise is smaller. From the figure, we also notice that our
algorithm gets better results than traditional methods when the noise gets
smaller. According to (26), our model gets theoretically optimal curve fitting
results when the noise is small enough.

When evaluating curve fitting results, we change the
strength of the noise. The strength of the noise is count by
its SNR to the original signal.

SN R = 10 log10
Psignal

Pnoise
, (35)

where Psignal and Pnoise are the average power of the signal
and noise. In this paper, the additive noise of simulated data
is generated by Matlab.

3) Password Estimation Error: we measure the difference
between an estimated password and ground truth using ham-
ming distance. Thus, the password estimation error is formu-
lated as the followings:

Eest =
6∑

i=1

pi ⊕ gi , (36)

where the operation ⊕ is the XOR gate defined as:

x⊕y =
{

1, x = y

0, x �= y.
(37)
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C. Experiment

1) Evaluating With Simulating Data: To compare the para-
meter estimation error, we generate 10 series of exponen-
tially decreasing sequences with additive Gaussian noise. The
estimation is repeated 200 times and the estimation error is
calculated by averaging all the results. Changing the strength
of the added noise, we also get different estimation results.
Parameter estimation error is calculated using (32)-(33). The
estimation error is plotted in Fig. 5. We can see that the
estimation results have a negative correlation with the noise
strength. Because of the noise in the data, there is always an
error in the fitting result. We measure this error by calculating
PSNR between the noisy data and estimated curve. We also
compare the curve fitting error with third and fourth order
polynomial curve fitting methods. The curve estimation error
is plotted in Fig. 6. From the figure, we can see that the
estimation results have a positive correlation with the noise
strength.

We also measured the executing speed of our curve fitting
algorithm and polynomial curve fitting method. The experi-
ment is conducted on Mac Air 1.8 GHz Intel Core i5, with
the platform Matlab 2015. Our algorithm is approximately
25x faster than the polynomial curve fitting method. In the
2000 times test, our method takes in total 1.27 seconds, while
the polynomial curve fitting method takes 32.07 seconds. The
overall performance of our estimation method is superior
to third and fourth order polynomial curve fitting methods.
We also see that our algorithm is robust in estimating the
parameters when the strength of noise is not very large. The
PSNR of fitted curve is above 5 dB when SNR of additive
noise in the original signal is more than -3dB.

2) Effectiveness of Password Estimation With Real-World
Data: We use the thermal camera (MAG62, Magnity Electron-
ics Co. Ltd., Shanghai, China), to capture the thermal videos.
For each video, the length is controlled to 60 seconds. The
sampling frequency is 10 f/s. That is to say, there will be
about 600 frames for each video. The lightening condition is
controlled to be unchanged during the experiment. The videos
are captured indoors, with little wind in surroundings. The
temperature of the room is controlled by presetting the air
conditioner.

Sixty pairs of videos are captured by aligned RGB and
thermal cameras to verify the effectiveness of the algorithm,
half of which are captured at 25 degrees Celsius and the other
half at 17 degrees Celsius. The videos are captured shortly
(about 3 seconds) after subjects finish inputting the password.
When typing in the password, a subject is required to make
a pause of one second between two keys, which is also the
normal pattern for ordinary users. After capturing the videos,
we extract temperature change of keys by alignment of thermal
and RGB videos. The numbers printed on the keys are recog-
nized using an algorithm. Then for each frame in the thermal
video, we can get the accurate position of the keys from the
detected numbers from the corresponding RGB video. (see
Fig. 2) For each key, we record temperature change throughout
the thermal sequence with the detected position of keys.

Fig. 7. Example frame: Temperatures of keys 2, 3, 6 are too close to
determine the key touch order.

Fig. 8. Effective time to estimate the password. Estimation error of the
password is measured by (36).

TABLE I

ESTIMATION ERROR FOR THE PASSWORD IS MOSTLY CAUSED BY
DISORDER OF THE ESTIMATED SEQUENCE (EXAMPLE 1). ALSO,

ESTIMATION ERROR MAY BE CAUSED BY WRONG

COMBINATION OF KEYS (EXAMPLE 2)

We select the first frame of each video as an input of the
benchmark algorithm. Fig. 7 shows an example of the frame.
By only comparing temperature gap (temperature of the key
in the live frame minus that in the calibration frame) of keys
from one single frame, it is hard to determine the pressing
order of these keys. Examples of wrong estimation are given
in Table 1. The influence of temporal thermal noise leads to
wrong estimation order of these three keys. The estimated
password using benchmark algorithm is disordered among key
2,3, and 6 because the temperature detected in this frame are
disordered. The ground truth password is 6-7-2-3-1-5, while
the benchmark algorithm estimates 7-2-6-3-1-5. Fig. 9 shows
the reason behind this phenomenon. In Fig. 9, the notation δ
indicates the difference between the temperature of the key in
the first frame and the calibration frame. δ is defined in (30).
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Fig. 9. Influence of noise and difference in decreasing rate: due to noises in thermal sequence, measuring the gap between the live frame and calibration
frame results in wrong order of keys. Using the benchmark algorithm, we find that δ5 is smaller δ4 (defined in (30)). Then we conclude that the key 5 is
pressed before key 4 (Fig. 9a). However, the actual situation is inverse. Using the sequential analysis method in this paper (Fig. 9b), we find out the estimated
touch time of key 5 is behind that of key 4. The difference in decreasing rate also influences estimated order of the keys. If a key with high decreasing rate is
pressed before the key with low decreasing rate, the measured temperature gap in benchmark algorithm may lead to false estimation order (Fig. 9c). Taking
the influence of thermal noise and decreasing rate into consideration us can avoid similar estimation faults. (Fig. 9d)

To compare the two algorithms, we test the thirty pairs
of videos captured at 25 degrees Celsius using both of the
algorithms separately. We compare our estimated password
with the ground truth password. The error of the result is
defined as the number of disordered keys in the sequence of
six password digits. In (36), we have already given the formula
to calculate the password estimation error. For instance, if the
ground truth is 6-7-2-3-1-5, and the estimated password is
7-2-6-3-0-5, the error is 3 because there are three keys in the
estimated password that differs from ground truth. The exper-
imental results in Table II show that our algorithm gets better
accuracy compared with the method of [5]. Consequently,
the sequential analysis method gets lower estimation error
than the benchmark. Majority of failures using the benchmark
algorithm are caused by the influence of noise and difference
in decreasing rate (see Fig. 9). The main reason is that our
sequential model takes advantage of more information on the
data, and our model better obeys the natural principle for
temperature change. The observed temperature of keys is not
a stable feature to estimate the key touch order. There are two

major reasons: the decreasing rate differences between keys
and the noise in the thermal sequence. The sequential analysis
method proposed in this paper effectively avoids disorders by
taking the difference of decreasing rates into consideration.

The above experiment shows that our algorithm is superior
to the benchmark algorithm in detection accuracy. The reason
is that our model employs all dynamic information in this
process. Our algorithm is also computationally efficient.

D. Discussions

Table II shows that the accuracy performance of the algo-
rithm in [5] on our dataset is 3-16%. Note that in [5], it is
reported that the highest detection accuracy on their data set
is 40%. This result is obtained by capturing the keypad upon
the user finish typing in the password. In practical situation,
however, attackers may at least need three seconds to wait for
the users’ leaving. We take this into consideration when we
capture our dataset. We wait three seconds after users’ touch.
Mowery et al. [5] have reported that their accuracy to estimate
the correct password order three seconds after user’s touch is
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TABLE II

COMPARISON OF QUANTITIVE EXPERIMENTAL RESULTS BETWEEN OUR ALGORITHM AND THE BENCHMARK

about 20 %. In our experiment, using temperature difference
(benchmark algorithm) to estimate the password order get
similar results in our dataset (see Table II). The experiments
using our algorithm and the benchmark are conducted on
the same dataset and under the same conditions. So the
comparison is fair for both approaches. From Table II we can
see that our algorithm is superior to the benchmark both in
password estimation error and correct guess rate.

1) Password Design: For the password with repetition keys,
the first touch of a key will surely be covered by the latter
touch. Since the thermal camera only captures the process of
temperature decreasing for the latest touch, it is impossible to
estimate the touch time of the first touch. We tested several
passwords with repeated digits such as 6-1-2-5-6-7 with the
repeated digit 6. Both of the method in [5] and our algorithm
fails to detect the correct password.

This can be explained theoretically: consider the password
6-1-2-5-6-7. When using the thermal camera to break in the
system, the algorithm gets the correct order of pins 1-2-5-6-7.
The first pin 6 disappears because its trace has already been
covered by the user’s touch on pin 6 for the second time.
The algorithm assumes that there should be six pins in the
password. If the algorithm somehow estimates the repeti-
tive pin number correctly, there is a chance of 25% to get
the correct password from the four candidates: 6-1-2-5-6-7,
1-6-2-5-6-7, 1-2-6-5-6-7, and 1-2-5-6-6-7. However, in reality,
there is no practical way to estimate which one is the repeated
pins. So the correct password is gotten from the following
candidates: 1-1-2-5-6-7, 2-1-2-5-6-7, 1-2-2-5-6-7, 5-1-2-5-6-7,
1-5-2-5-6-7, 1-2-5-5-6-7, 6-1-2-5-6-7, 1-6-2-5-6-7, 1-2-6-5-6-
7, 1-2-5-6-6-7, 7-1-2-5-6-7, 1-7-2-5-6-7, 1-2-7-5-6-7, 1-2-5-
7-6-7, 1-2-5-6-7-7. The chance to get the correct password
is then 1

15 = 6.67%. It all depends on the fact that the
order of 1-2-5-6-7 is estimated correctly. Experiment result
in Table II shows that the average accuracy to estimate the
six pin password is approximately 20%. The final chance to
correctly estimate the password with repeated pins is 6.67%×
20% = 1.33%. When there are only four pins in the password,
the chance to correctly estimate the password with repeated
pins rises to 16.67% × 20% = 3.33%.

This is a good news for users. To avoid the thermal
attack and protect their password, users only need to set the
password with repeated pins. For the password 6-1-2-5-6-7,
from a thermal camera, attackers can only get the correct
key combinations {1,2,5,6,7}, while they have little chance
to estimate the correct order.

TABLE III

EXPERIMENTAL RESULTS ON MATERIALS

2) Environment Temperature: Since the estimation has a
strong correlation with the surface temperature of the keys,
it is essential to study what kind of influences that the air tem-
perature has on the password breaking system. We compare
the results of videos captured at 17 and 25 degrees Celsius.
In Table II, we can see that the password estimation accuracy
is obviously higher at 25 degrees Celsius. Our explanation for
this phenomenon is that at 17 degrees Celsius, the temperature
of human skin decreases rapidly. When a human finger touches
the key, the temperature difference between finger and key is
not large enough for accurate detection, which influences the
detection accuracy.

3) Lighting Condition: When locating the key, the RGB
camera captures the keyboard and keys are localized with the
OCR algorithm. In low light conditions, however, there is a
larger chance that the OCR algorithm fails to detect numbers.
A direct solution is to illuminate the keyboard with a light.

4) Material of Keys: According to (10) and (11), the heat
capacity of a key has an effect on the change of the tem-
perature with time. By changing materials of the keypad,
the password breaking accuracy may also be different. We con-
duct experiments on keypads with different materials: plastic
keypad, metal keypad, touch screen, and keyboard. We capture
ten pairs of videos for each kind of keypad. By estimating
password on all these videos, we find that the detection
accuracy on metal keypad is the lowest (in Table III). The
reason behind this is that the heat capacity of the metal is
smaller than that of plastic and glass. From (10) and (11),
it can be inferred that metal keypads have a higher speed to
lose temperature after users’ touch.

5) Effective Time: The temperature decreases immediately
after the user touches the key. Think about the extreme
condition, if the cracking system has access to the keyboard
half an hour later, the cracking algorithm fails definitely.
There must be a correlation between the gapping time and
detection precision. We can even roughly guess that the longer
gapping time, the lower detection precision.

We use the real-world data in Section V-C and test the
performance of the proposed algorithm by changing the gap-
ping time. The curves are fitted using the proposed method.
When changing the starting position of the time, we find that



LI et al.: PHYSICAL PASSWORD BREAKING VIA THERMAL SEQUENCE ANALYSIS 1153

TABLE IV

EXPERIMENTAL RESULTS ON TYPING BEHAVIOR

the fitting error rises dramatically (as shown in Fig. 8). In
Fig. 8, we present the relationship between estimation error
and the thermal camera’s record starting time. The time to
start recording is separated into three parts: dangerous period,
safe period, and absolute safe period. As we can see, the longer
it takes before the thermal camera start recording, the larger
is the estimation error of the password. Because of this
phenomenon, users are advised to wait for a short time after
typing in the password, instead of leaving immediately. Users
should make sure that other people can access the keyboard
after the dangerous period. Blowing to the keyboard to cool
it down helps to shorten the dangerous period, which is also
a good way to protect passwords.

6) Fly Time Between Keystrokes: To simulate the real world
situation, we establish another thirty pairs of videos captured
in 25 degrees Celsius. The fly time between keystrokes range
from 0.5 seconds to 1 second. The final experimental results
show that the password detection accuracy on this dataset is
only 16.7% as shown in Table IV. Note that the result of
videos with 1 second fly time is 26.7% as shown in Table II,
random fly time between keystrokes has a negative effect on
detection accuracy. Since the average estimation error of the
key touching time is around 0.2 seconds, there is a large
chance to disorder adjacent keys when the fly time between
these two keystrokes is below 0.5 seconds.

7) Advices to Protect the Password: There may exist several
ways to protect the password from being stolen using thermal
cameras.

• Scrubbing the keyboard after usage.
• Blowing to the keyboard to cool it down quickly.
• Lowering the light of the keyboard to obstruct the RGB

camera to locate the keys.
• Setting the password with at least one key repetitive.

For instance, the password 4-5-2-6-6-3 is better than the
password 4-5-2-6-1-3. According to above discussion,
password with repeated pins will decrease the success
rate of password breaking dramatically.

We conduct tests to the above several actions. Scrubbing the
keyboard after usage is the best and practical way to protect
the password. After scrubbing the keyboard, our algorithm
fails to detect the password for all the testing videos. From
above experiments, we know that starting time of the thermal
sequence influences detection accuracy because of temperature
decrease during the period. Blowing the keyboard to cool
it down helps to wipe out the trace of touch as much as
possible, while it is hard to make sure whether that’s enough
for password protection. We can only tell that the accuracy is
lowered after this action in the experiment. The action to lower
the light receives effects to a certain degree, but this action
also has an impact on user experience when they are trying
to type in the password. Since the light condition is vital for
the users to type in the password, lowering light condition is
not a perfect solution. Setting the password is an effective but

simple strategy for password protection. All users are advised
to design their own password with two repeated pins.

VI. CONCLUSION

In this paper, we study the thermal trace of human’s touch of
a keyboard, which can be observed by the thermal camera and
used to break the typed passwords by analyzing thermal data.
We first present a physical model for the dynamic process
of surface temperature decreasing, based on Newton’s law
of cooling. Then develop a model estimation method based
on maximum likelihood. Using this model, we investigate
characteristics of possible thermal attacks. We develop a
new password breaking strategy and related algorithm using
thermal sequence data obtained by a thermal camera. The
experiments are performed on both simulated and real-world
data to show the superior password breaking perform perfor-
mance compared to existing benchmark algorithm as well as
the effectiveness and robustness of dynamic model estimation.
Finally, based on our analysis, we discuss and propose sev-
eral strategies to protect keyboard password against thermal
attacks. We also note that the noise of thermal sequence
may not strictly obey Gaussian distribution, which may have
an impact on the model estimation. Further research on the
physical model of the thermal sequence may help improve the
password estimation accuracy.
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